This paper reports on an empirical study that investigates the information disclosure behavior on Social Network Sites (SNS) focusing on undergraduate University students as our population. Although much have been reported on the issue of information privacy or privacy leakage on SNS, very few have employed the Protection Motivation Theory (PMT) as a framework to understand SNS user's behavior related to information disclosure. In this study, the PMT incorporated with trust and risk factor, has revealed that trust on SNS and perceived benefits influenced information disclosure behaviour. Our findings showed that all PMT constructs are significantly related to privacy concern. However, privacy concern and perceived risk were found not related to information disclosure behaviour. Using self-administered questionnaire, 486 undergraduate students from five different universities in Malaysia were involved in this study.
Introduction
The Social Network Sites (SNS) such as Facebook, MySpace, Twitter, Friendster, etc. have become an unprecedented phenomenon which has transformed the way people communicate and interact with others. A growing number of SNS users over time indicate that people have gained the benefit from using SNS services. The Facebook statistics at the end of December 2011 show that there are 845 million monthly active users and more than 50% of monthly active users accessed the site from their mobile phone (www.facebook.com).
In order to use SNS, a person needs to provide his/her personal information to SNS company for a registration purpose. After the new SNS account has been validated through e-mail, the new user should be able to create his/her profile by customizing the personal information they want to reveal and to whom the information is available. With this practice, users can interact and make friends more easily and conveniently.
Apart of the advantages that can be obtained by the SNS users from sharing personal information, SNS may become potentially vulnerable to privacy violation as it does not rule the use of one's information (e.g. picture, name, etc.) by other SNS user without any consent. Although SNS by itself is equipped with systematic safety features, it can not guarantee one's privacy is fully protected. Thus, how much personal information needs to be disclosed should be determined Journal of Internet Social Networking & Virtual Communities 2 by one's assessment of the benefits and the threats from engaging in risky situation.
The objective of this study is to investigate factors contributing to user's behaviour in disclosing his/her personal information on SNS. The main contribution of this study is to provide a framework that could be used to understand user's protective behaviour pertaining to information disclosure on SNS.
Theoretical Framework

Protection Motivation Theory (PMT)
This study is solely conceptualized on Protection and Motivation Theory (PMT) developed by Rogers (1983) . To some extent, the PMT will be incorporated with other factors that can explain user's protective behaviour from engaging in risky activities in SNS. The PMT postulates that one's motivation to protect himself/herself from a risky situation is determined by threat and coping appraisals. The threat appraisals consist of perceived vulnerability and perceived severity, meanwhile coping appraisals consist of self-efficacy and response efficacy. Perceived severity refers to one's perception of the level of damage which may result from engaging in risky situation; meanwhile perceived vulnerability refers to one's perception of experiencing possible negative consequences from performing risky behaviour.
The PMT has been applied widely in the psychology, health-related and environmental research. In the context of Information Systems (IS), the PMT has been used to examine user's protective behaviour in online transaction (LaRose et al., 2006; Youn, 2009 ), employee's awareness to organizational information security policies (Herath & Rao, 2009; Siponen et al., 2010) and individual use of security software (Johnston & Warkentin, 2010) .
However, only few studies found applying the PMT to explain users' protective behaviour associated with information disclosure in SNS. Several studies used PMT constructs and incorporated with other factors associated with information disclosure behaviour such as privacy concern (Young & Haase, 2009; Acquisti & Gross, 2006) , locus of control (Lo, 2010) , and trust (Dwyer et al., 2007) . By using PMT and social influence as a framework, Banks et al. (2010) examine information sharing behaviour in SNS. They investigated how SNS users perform a mental calculation by trading-off the potential vulnerability and severity of the threat with the rewards associated with risky behaviour. The findings uncovered that perceived vulnerability, severity and rewards associated with information sharing contribute to individual's assessment of the threats. It implies that rewards countervail the effect of perceived severity and vulnerability resulting in a lower threat assessment and hence elevate motivation to engage in the behaviour. However, their study only focused on threat appraisals without investigated further the role of coping appraisals in protective behaviour.
Somehow, individual's coping appraisal associated with information disclosure needs to be investigated to understand one's protective behaviour in SNS. Researchers found that self-efficacy, which refers to individual's belief in his/her ability to perform a particular task, plays an important role in explaining protective behaviour (LaRose et al., 2006; Youn, 2009) .
Self-efficacy of information disclosure refers to one's belief in his/her ability to protect his/her privacy from illegal practice of information collection and sharing activities. This can be associated to one's awareness of using privacy protection features provided in SNS. On the other hands, response efficacy refers to the degree to which an individual believes the response one takes is effective in alleviating the threat (La Rose et al., 2006) . Table 1 shows existing literature that have investigated the determinants of information disclosure behavior in SNS. Westin (1967) , privacy is defined as the desire of people to have the freedom of choice under whatever circumstances and to whatever extent they expose their attitude and behaviour to others. Where the Internet is concerned, privacy concern refers to the user's perception of the likelihood that the Journal of Internet Social Networking & Virtual Communities 4 internet vendor will try to protect user's confidential information collected during electronic transactions from unauthorized use or disclosure (Kim et al., 2008) .
Therefore, for many internet users, privacy loss is the main concern and the need for protection of information transaction is crucial. Privacy violations on the internet include spamming, usage tracking and data collection, and the sharing of information to third parties. When users perceive that their information privacy is being violated, they will be less likely to disclose their personal information to the internet (Dinev & Hart, 2004) . In other words, higher privacy concern may be determined by higher perceived vulnerability associated with information disclosure. In line with these reasoning, we propose the following hypotheses:
H1
Perceived vulnerability is positively related to privacy concern of information disclosure.
H2
Perceived severity is positively related to privacy concern of information disclosure.
H3
Privacy self-efficacy is positively related to privacy concern of information disclosure.
H4
Response self-efficacy is positively related to privacy concern of information disclosure.
H5
Perceived benefit is positively related to information disclosure in SNS.
Trust and Perceived Risk
It cannot be denied that trust become pivotal in all daily interactions, communications, and transactions, especially in the virtual environment such as the internet. Mayer et al. (1995) defined trust as "the willingness of a party to be vulnerable to the actions of another party based on the expectation that the other will perform particular action important to the trustor, irrespective of the ability to monitor or control that other party". Trust is essentially needed only in uncertain situations since trust effectively means to assume risks and become vulnerable to trusted parties Hosmer (1995) .
According to Pavlou (2003) , trust is found to be a significant antecedent of perceived risk. If there was no risk and actions could be taken with complete certainty no trust would be required. It was found that perceived risk decreases when trust occurs. However, since risk itself is difficult to measure objectively, established research has predominately defined perceived risk as "an individual's subjective expectation of suffering a loss in pursuit of a desired outcome" (Warkentin et al., 2002) .
Trust and perceived risk are critical to any online transactions such as e-commerce Pavlou (2003) , e-government (Belanger & Carter, 2008) , and internet banking (Casalo et al., 2007) . In the context of SNS, researchers have investigated the role of trust on information disclosure behaviour. Studies by (Acquisti & Gross, 2006) and (Fogel & Nehmad, 2009) found that majority students in college or university tend to trust Facebook (FB) and its members compared to other SNS (MySpace, Friendster). However, these findings are merely based on descriptive analysis. They did not perform further analysis to explain a causal relationship of trust factor or even the role of trust on information disclosure. Dwyer et al. (2007) investigate the impact of trust on information disclosure between FB and MySpace users. In their study, trust is divided into two dimensions; trust of the SNS system and trust of the SNS members. Despite the findings revealed the correlation between trust of SNS and information sharing, the trust factors do not represent the overall picture of trust in SNS. As reported, both of trust constructs found to be less reliable and seemed not adaptable for future study. Recent study by Lo (2010) revealed significant relationship between trust and willingness to provide information on SNS. The findings imply that trust is driven by SNS system capability in protecting and managing the personal information. As a result, it elevates the level of confidence to disclose the personal information and in turn 
H6
Perceived vulnerability is positively related to perceived risk of information disclosure.
H7
Perceived severity is positively related to perceived risk of information disclosure.
H8
Privacy self-efficacy is positively related to perceived risk of information disclosure.
H9
Response self-efficacy is positively related to perceived risk of information disclosure.
With regard to privacy concern of information disclosure, trust is believed to have an impact on information disclosure behaviour. If the users perceive that the SNS care about information privacy, honest and competence in protecting personal information, the level of concern over privacy is likely lower Xu (2009) . Thus, we hypothesized:
H10
Privacy concern is negatively related to information disclosure.
H11
Perceived risk is negatively related to information disclosure.
H12
Trust in SNS is positively related to information disclosure.
Fig1. Research Model Research Methodology
This study employs a survey method to gather the information from the respondents.
Self-administered questionnaire was performed targeting university's students as sample. A total of 500 questionnaires were distributed to students from both public and private universities in Malaysia. A random sampling technique is adopted for questionnaire distribution. Prior to actual data collection, a pilot study is conducted to reduce biases in format and content of the instruments.
Based on the proposed model, there are eight main constructs deployed in this study. The questions are adopted and adapted from previous studies that have empirically validated the instruments. A six point-likert scale is applied for each item of the questionnaire except items in demographic section. The likert-scale is ranging from 1=strongly disagree to 6=strongly agree. To measure "Perceived Vulnerability", "Privacy Self-efficacy" and "Response Efficacy", this study adapts the instruments from (Youn, 2009; Dinev & Hart, 2004; Rogers, 1997) . The construct of "Perceived Severity" and "Perceived Benefits" are derived from (Banks et al., 2010) . The "Perceived Risk" and "Trust on SNS" construct are adapted from the study by (Pavlou, 2003; Lo, 2010) . "Privacy Concern" associated with information disclosure is examined with seven items. The study adapts the construct from Fogel & Nehmad (2009) and Xu (2008) . Lastly, to examine "Information Disclosure" behavior, this study adapts the instruments from Lo (2010) .
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Pilot Study
Pilot study was conducted to ensure the quality of the instruments before deploying the questionnaire to actual respondents. Sixteen participants comprised undergraduate students were voluntarily participated and selected randomly in the pilot study. The reliability test was performed using SPSS (release 19) for Windows to evaluate the measurements.
A Cronbach alpha technique is used. According to Hair et al. (1998) , if the factor scores above 0.7 of the Cronbach alpha values is considered as reliable. Most of the constructs employed in the study are reliable (α>0.7), except for Privacy Selfefficacy (α=0.341) . This is due to number of items being used only two. Researchers agreed to examine further this construct before conducting the actual survey. Survey Total of 492 participants returned the questionnaire. Due to providing typical answer on every field and unanswered questions, only 486 questionnaires will be used for further analysis representing of 97% of target sample. The demographic profile of the respondents is shown in Table 2 . As can be seen, most of the respondents have been using the SNS for three years and above. From the preliminary question, majority of students are aware of their information privacy on SNS (88.3%). This is shown also by how they use the privacy settings provided by the SNS. According to our survey, most of the students have multiple SNS accounts. About 472 of our respondents have Facebook account followed by Twitter (N=162) and MySpace (N=139). Students will spend about 1 to 3 hours a day accessing the SNS through their own laptop or smart phones. 
Data Analysis
The first step of the analysis is to test the validity of the measurements employed in the study. The main purpose of this analysis is to validate whether a measure of a concept really measure the concept being studied. Construct validity analysis is performed to examine the degree whether a measure relates to other factors as expected within a system of theoretical relationships. A principal component method analysis is used with varimax rotation to test the correlation among the factors. The appropriate cut-off significant loading based on the sample size of this study is 0.4 [Hair et al., 1998) . Table 3 summarizes the results of factor analysis suggesting that the measurement exhibited somewhat suitable for the context of this study.
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As can be seen all the items loaded according to its respective factors except items fall under "Perceived Severity" and "Perceived Vulnerability". Perceived vulnerability on SNS refers to one's perception of experiencing possible negative consequences from disclosing personal information, while perceived severity refers to the level of damage caused by disclosing personal information. .693 (PC) Privacy Concern (TRS) Trust (PSEV) Perceived severity (PV) Perceived Vulnerability (PSE) Perceived Self-Efficacy (ID) Information Disclosure (RSK) Perceived Risk (PB) Perceived Benefits (RE) Perceived Response-Efficacy
In this study, respondents perceived both measures are explaining the same factor where the potential negative consequences is highly associated with level of damage if one's perform a risky behaviour such as providing a real name, photograph, email Journal of Internet Social Networking & Virtual Communities 8 address, etc. at profile section. As the items merged in one factor, we will call this factor as Perceived Severity and Vulnerability (PSV) from herein. Next, Cronbach Alpha was used to assess the reliability of the construct. Each item was assessed by examining the loadings of the items on their respective constructs. As depicted in Table 4 , all the factors scored relatively high (α>0.7) ranging between 0.839 and 0.905. The reliability test indicates that all the constructs are reliable and suitable to measure the concepts employed in the study. To test the hypotheses underlying the proposed model, correlation analysis was conducted. Correlation analysis was used to determine the association among all the factors investigated under this study. Four factors: "Perceived Risk", "Privacy Concern", " Trust on SNS", and "Perceived benefits" have been identified as independent variables which expected to influence "Information Disclosure Behaviour", as dependent variable. This study also interested in explaining the role of individual's protection motivation pertaining to the information disclosure on SNS.
The result exhibits that perceived benefits (r=0.210) and trust on SNS (r=0.183) are moderately related to information disclosure behavior (see Table 5 ). This indicates that by providing personal information such as real name, photograph, affiliation, email, etc., he/she will be acknowledged as genuine person and will be easier to find old/new friends on SNS. Another benefit perceived by respondents from sharing personal information is to get an acquaintance in a group or community created in SNS. The result also discovers that SNS are trustworthy in handling personal information and considered as a safe environment to interact among SNS users. The SNS companies have assured its members that legal and technological structure to protect personal information is preserved by providing privacy settings which tied up with the current practice of online privacy policy. Thus, hypotheses H5 and H12 are supported in the study. Surprisingly, perceived risk (r=-0.053) and privacy concern (r=0.028) are not related to information disclosure 8behavior. This result somehow contradicts with several previous studies on SNS (Fogel & Nehmad, 2009; Lo, 2010) . Lo (2010) demonstrated that privacy concern is positively related to risk and negatively correlated with trust which in turn influences individual willingness to provide personal information. Another study by Fogel & Nehmad (2009) found the difference between men and women in protecting their online privacy. Even women are reassured about privacy protection on SNS, they are unlikely to disclose real information compared to men. However, Acquisti & Gross [19] argued that generally SNS members unaware of the stated privacy policy and most of them believed that SNS do not share personal information to third parties. They also believed on their ability to control personal information through SNS privacy setting which eventually will alleviate their concern on information privacy. Thus, based on our data, H10 and H11 are not supported under this study.
It was admitted in the past the development of SNS structure merely focus on facilitating people to get to know each other or just to find old/new friends without discerning the online privacy. As a number of SNS memberships growing rapidly, information privacy become important element that needs to be protected by SNS companies. With regard to the role of PMT as antecedent of privacy concern, the result demonstrates that all PMT constructs are significantly related to privacy concern. In other words, respondents have considered threat and coping appraisals prior to engage in SNS environment. It implies that possible negative consequences and the level of damage caused by providing real personal information on SNS have been realized at the first stage. To countervail such threat in SNS, respondents believe at their ability to protect their personal information by enabling the privacy protection measures provided in SNS.
PMT constructs are also believed influencing perceived risk of information disclosure. The result demonstrates that perceived severity and vulnerability is positively related to perceived risk. It implies that respondents concede by engaging in risky behavior such as revealing personal information can be resulted in serious consequences (e.g. identity theft, virus, hacking, etc.). 
Conclusion
The objective of this study is to investigate the role of individual's protection motivation, privacy concern, trust and perceived risk on information disclosure behaviour in SNS. The findings show that trust on SNS and perceived benefits determine one's behaviour to reveal or share the real personal information in SNS, while perceived risk and privacy concern do not influence information disclosure behaviour. The findings have also validated the relationship between PMT constructs and perceived risk and privacy concern. It is suggested that protection motivation behaviour play an important role on privacy concern especially when dealing with risky behaviour. However, our study reveal that sharing information on SNS is not considered as risky behaviour, thus privacy is likely not the main concern.
This study was conducted in Malaysia targeting youngster as sample of the study. Although SNS are quite popular among the youngster, comparing this findings with elder people who used SNS may give a new insight. We suggested future study to look into other factors that are believed influencing information disclosure behaviour in SNS such as the use of SNS privacy and security features, user locus of control, social influence.
In conclusion, this study has provided another insight in SNS research area. Through empirical data analysis, this study has supported several studies on SNS information disclosure as well as refuted other indications found in the past Journal of Internet Social Networking & Virtual Communities 10 research. A non-standard policies and privacy protection measures provided by SNS may baffle the perception about all factors presented in this study. We hope further study will be focusing on specific SNS and other features of SNS involving privacy.
